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DCS Installation Requirements for PrintFleet

The DCS should be installed on an existing networked operations or print server to collect and transmit
device data. If no server is available, the DCS can be installed on a single networked computer that will
remain powered 24 hours a day, 7 days a week.

Data

Collection will stop during times when the system is powered off resulting in an interruption

of historical data.

The following requirements must be met before installing the PrintFleet Data Collector Service (DCS).

Network Requirements:
e TCP/IP configured

e Port 443 (HTTPS), port 80 (HTTP), or port 21/20 (FTP) must be open for automatic transmission

of collected data

e Port 161/udp should be opened on the machine hosting the DCS
e TCP Port 35 should be opened on computers where DCS 4.0 and Local Print Agent are installed

System Requirements:

Operating system: Windows XP, or Windows Server 2003, Server 2008, Windows 7, or Windows
Vista* (special instructions for installation)

Network card: 100 mbit or higher (system must have only one active network card)
RAM: 512MB or higher

Microsoft .NET Framework 2.0 SP2 or 3.5 SP1 or higher

Internet connected browser

Important:

Do not install the DCS on a laptop

If you plan to use the DCS to collect data via a VPN, please be aware that due to the extended
transmission, there is arisk of data loss.

Do not install on a server that also runs SNMP applications such as “WebJet Admin”, “Insight
Manager”, and “IBM Tivoli” as transmission conflicts may occur.

Installing the PrintFleet DCS for Networked Machines

1. Download and install the DCS via the link in the website.
2. Onthe Administration menu click DCA Install.
3. Double-click the filename Printer DCA 4.x.x.x.msi installation file.

Administration > DCA Install

— DCA 4.x Installation
Latest Wersion: 4.0.0.11116
Released: Thursday, February 11, 2010

Download: [J erinter DCA 4,0.0.111 16,ms|

" Prerequisites
" Release Notes
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1. The Printer DCA Installation Wizard is launched. Click Next to continue.

& Printer DCA Getup g = |

Welcome to the Printer DCA Installation
Wizard

The Installation Wizard allows you ta change the way Printer
DCA Features are installed on vour computer or ta remove it
Fram your computer, Click Next to continue or Cancel ko exit
the Installation \Wizard.

sk [ et | | cancel |
X

2. Read through the End-User License Agreement, check | accept the terms in the License
Agreement and select Next to continue. If you do not accept the terms, the installation process
will not continue.

er DCA Setup . =] B3
End-User License Agreement
Please read the Following licerse agresment carsfully

[End User License Agresment ﬂ

PLEASE READ CAREFULLY BEFORE USING THIS SOFTWARE PRODUCT: This End-
User License Agreement ("ELLA") is a contract between (=) End User (sither an
inciiviclal or the entity End User represents) and () PrirtFlect Inc. ('PFI") that gowerns
Encl User use of the software product ("Software). The term "Software" may include
(i) associsted media, (i) & user guide and other printed materials, and (i) "online" ar
electranic documentation (collsctively "User Documartation”). If you da nat agres with
the terms of this AGREEMENT, promptly delete the SOFTVWARE or return the unused
SOFTWYARE to PRINTFLEET or your service provider

1. LICENSE RIGHTS, End User wil have the following rights provided End User
complies with all terms and conditions of this ELILA; LI

[¥ 1accept the terms in the License Agreement

print | e | Cancal |
W

3. Inthe Destination Folder screen, either leave the default folder displayed, or enter a new
destination folder. Click Next to continue.

P

Destination Folder
Click Mt to install ko the default Folder or dick Change to choose another.

Install Printer DCA ba:

IC:\Program Files\Printer DCA|

Change...

Back [ mext | concel |
X
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4. Inthe Ready to Install Printer DCA screen, click Install to begin installation or click Cancel
to exit.

[ Printer ctup -
{2 Printer DCA Sek [l 3

Ready to install Printer DCA @

Click Install to begin the installation. Click Back bo review or change any of your
installation settings. Click Cancel ta exit the wizard,

Back [ anstal | cancel |
b

5. Inthe Completed the Printer DCA Installation Wizard, leave checked or uncheck Launch Printer
DCA after installation and select Finish.

[i@Printer DCASetup I [ 3

Completed the Printer DCA Installation
Wizard

Click the Finish button to exit the Installation Wizard,

,—IES:J"nDcQtZrmterDCAafterlnstallatloms Back I Finish I Cancel |

6. Inthe Welcome to the Printer DCA-Setup Wizard, select the language from the drop down list
and select Next.

Printer DCA - Setup W|zard x|

Welcome to the Printer DCA Setup
‘Wizard!

This wizard wil guide you through the configuration process, which
consists of four steps to setup pour Frinter DCA. Start by ssiscting your
preferied language al the boliom of this window.

Language:
[Englsh [United States) =l
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7. Inthe Printer DCS Activation screen, enter the following:

e Enter the Server information for the server that the DCS will be sending information to in the
Server box. (dcsl.portalmpsl.com)

e Enter the PIN code in the PIN Code box.

e Optionally, if the location is using a proxy server that you want to configure at this point (you
will also be able to do so after installation), click Show Proxy Configuration.

e Click Next

| activation x|

our DCA haz not pet been activated. Pleaze input pour activation
credentials. v'ou may close thiz windaw if you wizh to skip activation

Server Idc:s1 portalmpsT.com

PIN Code JACEE-04ad]

Activate

8. Inthe Scan Settings screen, you will be shown a list of preconfigured IP ranges that will be added
to your default DCS network scan. This can be changed after installation is complete if
necessary. Click Next.

Printer DCA - Setup Wizard x|

Scan Settings

The fallawing scan ranges have been pre-configured to match your
network seftings. You can edit these ranges after the setup is complete by
opening the Printer DCA and navigating to the “Scan” tab.

Sean Ranges: 10.1.70.7-10.1.10.254 =
10.1.20.1-10.1.20.254
10.1.31.1-10.1.31.254
10.1.321-10.1.32. 254
10.22.10.1-10.22.10.264
10.25.10.1-10.25.10.254 =l
Step2ofd <Back

9. In the Intelligent Updates screen, you will be given the option to disable Intelligent Updates. It is
recommended that Allow Intelligent Updates remains selected unless there is a strong reason
to turn it off. Click Next.

Printer DCA - Setup Wizard x|
Intelligent Updates

Inteligent updates allow pour server to send commands to this Data
Collector Agent to notify it that an update is available. This option iz
strangly recammended,

[V &llow Inteligent Updates

Sepal s <Bock
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10. In the Setup is Complete screen, by default, the Open the Data Collector Agent Interface and
Start the Data Collector Agent Service are both selected. Optionally, you can turn off one or
both of these options. Click Finish.

Printer DCA - Setup Wizard x|

Setup is Completel

Congratulations! youve successfully configured pour Printer DCA, 1f you'd
like to change any of these settings, you can do so by inning the Data
Collector Agent.

¥ Open the Printer DCA Interface

¥ Start the Printer DCA Service

Stepdof 4 < Back Fimizh |

At some point over the life of the DCS installation, you may need to reactivate it, for example, if you were
given an activation code with an expiry date, or if you need to redirect the DCS to a new server. You can
enter a new activation code from an existing DCS installation.

To reactivate the DCS:
1. Onthe Tools menu, click Reactivate DCA
2. If you are redirecting the DCS to a new server and/or port, enter the new information in the

Server box.
Enter the new activation code in the PIN Code box.

Click Activatate

Printer DCA v. 4.0.0.11116 = II:IlzI

File  Tools | Options Help

& ow

Status Local Agent Management

2 PReactivate DCA

— Ser — Summary

& Start Service Brid K
Bl g - General

--wieb Service: dosl.portalmps1.com
- wieb Service Timeout: 30000
-Web Service Discoveny: 5000
- Instance |D: SEABBB3475COAABFEEDEE F41D24986BC
- Enable Inteligent Updates: True
i b Preferred Release Type: Stable
B Profiles
- Default
[~ Scan Settings
(- Advanced Settings
[ B [#- Local Devices
Camrunication Status: o [+ Netwarked Printers
- High-Usage Machines

X

Installed:

®

Running:

File Transmission Success: o

B Save Farce Scan

During the DCS installation, the DCS will attempt to establish basic communication with the central server
using either HTTPS (default) or HTTP (secondary). Proxy settings can also be configured during
installation, or at any time afterwards. If communication with the server is successful during installation, it
is not necessary to change the communication method, port, or proxy settings.
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Configuring Communication Settings

If a network being scanned with a DCS uses a proxy server, you can configure the DCS to use the proxy
settings, which will allow the DCS to scan the network.

To use a manual proxy configuration

1. Under the Communication tab of the DCS, in the Proxy Configuration area, click to select one
of the following: Use Windows proxy settings (no other configuration required), Use custom
proxy settings, or None (to disable proxy settings).

2. If you have selected Use custom proxy settings, enter the server and port information in the
Server and Port boxes, respectively.

3. If the proxy server requires authentication, click to select the Authentication check box, and then
do one of the following:

e Click to select Default to use the authentication currently being used on the computer
installed with the DCS.

e Click to select Custom, and then enter username, password, and domain information in the
Username, Password, and Domain boxes, respectively, or click Load Current to populate
the fields with the current authentication being used by the computer installed with the DCS.

4. Inthe Communication Method area, click Test to verify the settings are working.
5. Click Save.

Printer DCA v. 4.0.0.11116 ) ] A |

File  Tools  Options  Help

Status  Communication | Scan | File Viewer |

Server Idcs‘l _portalmps1.com V4 Test |

" Communication Method

Using URL: https://dcs1. portalmps 1. comdpfe_ws/Main, asms

- Prowy Configuration Comrunication Settings ——————————————————
(o wieb Service Timeout: |3UDDD 3: miliseconds
e %se Windows proxy setiings

wieb Service Dizcoveny: |RO00 3: milizeconds

= Use custom prosy settings

Server: I Part: I

¥ Enable Intelligent Update

I~ Authentication
= Diefault

Service Bridge
" Custom LLoad Current | Control Start | Stap |
Authertication Type: IBasic 'I StatuzStopped
Usemame: I—
Password: I
Cramain: I

7 ,
BSave -2 Force Scan |

Changing the web service timeout

The web service timeout determines the maximum time that will be allowed for communication between
the DCS and the central server. By default, the web service timeout is 30,000 milliseconds; if necessary;
the timeout can be increased or decreased at any time.

To change the web service timeout:

1. Under the Communication tab, in the Communication Settings area, enter or select the
desired timeout in the Web Service Timeout box controls transmission timeout.

2. Click Save.
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The Web Service Discovery Timeout controls the initial connection to the server and the auto-selection
of http/https.

Printer DCA v. 4.0.0.11116 — =]

File  Tools  Options  Help

Statuz  Communication | Scan I File \.-"iewerl

Server. Idcs‘l _portalmpszT.com LY Test |

Communication Method
Using URL: https: //dcs1. portalmps] . com/ple_ws/tain. azms ‘

— Proxy Configuration | — Communication Settings

‘web Service Timeout: |3UUUU %ﬁ millizeconds
' Use Windows proxy seftings

‘web Service Discovery: |5UUU ﬁ millizeconds

s custom prosy settings

Server Fart: .
I V¥ Enable Inteligent Update

I™ | Zuthentication

£ Diefault
e Service Bridge

() [Eiam LLoad Eurrent | Cortral Start | Stop I
Ayuthentication Type: IBasic: 'l Status:Stopped
Username: I
Pazsword: I
Drarnain: I

E Save - 2Force Scan

Enabling Intelligent Update

When Intelligent Update is enabled, as an administrator, you can remotely update and perform other
remote actions on the DCS.

To enable Intelligent Update:

1. Under the Communication tab, in the Communication Settings area, click to select the Enable
Intelligent Update check box.

2. Click Save.

Printer DCA v. 4.0.0.11116 — =) =]

File  Tools  Options  Help

Statuz  Communicatian I Scan I File Viewerl

Communication Method

Server. Idc:s‘l _portalmps1.com v 4 Test |

Using URL: httpz: ##dcz1. portalmps1. com/pfe_wsa/hd ain. azms

— Prowy Canfiguration | Communication Settings
= Mone ‘web Service Timeout: |3UUUU 3: millizeconds
o

™ Use custom prasy settings ‘wieb Service Discoveny: | 5000 3: millizeconds
5 : Fart:
- I - ¥ Enable Inteligent pdate

™ Authentication %
1 Default

Service Bridge

O3 Chpsion LLoad Currernt | Cortral Start I Stop |
Authentication Type: IBasic 'I Status:Stopped
Usernarne: I
Pazsword: I
Drarmain: I

E Save -2 Force Scan |
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Enabling a Service Bridge

A Service Bridge allows a service technician to create a private, secure connection between a service
technician and a specific networked printing device, with the DCS acting as a proxy. Once the bridge is
established, the service technician can use a special (private) IP address to directly access the device as
if they were on site. The technician can view the embedded web page of the device, perform an SNMP
scan, update firmware, etc.

For additional security, an access code must be generated from the central server. This code must then
be entered into the applicable DCS.

On the service technician’s computer:

1.
2.

The PFO user selects a Device to connect to (the Target Device) and goes to its Details page.

The PFO user clicks Device’s IP Address shown on the page and selects Service Bridge option.
The Service Bridge option is available for network devices only.

If the browser does not support the Click Once feature, download the PrintFleet Service Bridge
Client's zip file from http://PFE Server URL/Downloads/ServiceBridge Client X.X.X.XXXXX.zip.
Extract the zip and run the application. For browsers that do support the Click Once feature, you
are prompted to run the PrintFleet.PFE.ServiceBridge.Client application (if not installed).

When the PFE URL is displayed, the PFO user can make changes to values or accept default
and select OK.

The PrintFleet DCS Service Bridge dialog is displayed. If prompted to Download Driver, download
the TAP driver and install. When the VPN Connection states Success, a PIN will be generated.

Leave this VPN Connection dialog open for the duration. The service technician gives this PIN to
the DCS user for their use.

To enable a Service Bridge from the DCS:

1.

Do one of the following:
e Onthe Tools menu, click Start Service Bridge.
e Under the Communication tab, in the Service Bridge area, click Start.

In the Enter Service Bridge PIN box, enter the access code generated on the central server and
click Ok. The Status field in the Service Bridge area will indicate when the connection has been
established.

Enter the Remote IP value into your browser; the device’s embedded web page is displayed.
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To end the connection:

1. The service technician can close the PrintFleet DCS Service Bridge VPN Connection Success

dialog.

Printer DCA v. 4.0.0.11116

File  Tools ©Options  Help

=lEl x|

Status ~ Cammunication | Scan | File Viewer |

Caommunication Method

Server

Lging URL:

Idcs‘l .portalmps.com

(

https:#/dcs1. portalmps1. com/ple_ws/Main. asme

& Test |

— Prawy Configuration |

© Mone

 se custom prowy settings

Server I Fart:

™ Authentication

Communication Settings

wieh Service Timeout: |3DDDD 3: milizeconds
‘wieh Service Dizcaven: (5000 3: millizeconds

IV Enable Irnteligent Update

Contral:
Status:Stopped

Service Bridge
Start

Stop |

] Default

= Custom LLoad Currert I
Authentication Type: lm
Usernane: I—
Password: l— ‘
Damain: l—

7 ,
BSave - Force Scan |

Configuring Network Scan Settings

The DCS network scan settings determine how the DCS collects information from the internal network,
and provides options for transmitting the information to the central server. Scan profiles can be used to
configure multiple types of network scans that will run independently, for example, you might want
different scan and transmission settings for networked and local devices. Network scan settings are

independent of communication settings,

which specify how the DCS will communicate with the central

server, and if and how the central server can communicate with the DCS and/or a specific device on the

network.

Managing Scan Profiles

You can use profiles to configure multiple types of network scans. For example, you might want to scan
networked devices every hour, and local devices once a day—these would be two different scan profiles.
You might also want a different scan profile for one or two high priority devices that you want to scan

more frequently.

Depending on your environment, you might have multiple uses for scan profiles, or you might not need
more than one. When you first install the DCS, you will have one scan profile called Default.

To create a new scan profile:

In the New Profile dialog box, enter a name to associate your new profile with, and click OKk.
Configure all settings under the General, Advanced, and Local tabs that apply to the new

1. Under the Scan tab, beside Scan Profile, click Add.
2.
3.
profile, or copy setting from another profile.
4. Click Save.
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To edit an existing scan profile:
1. Under the Scan tab, select the profile you want to edit from the Scan Profile list.
2. Edit settings as applicable under the General, Advanced, and Local tabs.
3. Click Save.

To delete a scan profile:
1. Under the Scan tab, select the profile you want to delete from the Scan Profile list.
2. Beside Scan Profile, click Delete.
3. Inthe Delete Profile? Dialog box, click Yes.

Printer DCA v. 4.0.0.11116
Fla Tools Opbions Help

Status | Commurication Scan | Fike Viewes |
Scan Profle T | Ao Deiete _ |

Emdl.ﬁd\-uwedl Local
— Ranges 1 1 Scanning Options
& Detak Range ™ Enable Broadcant

¥ Enable Ragd Scan
[IrkelR] B2SEEDM Gigsbit Metwork Cormection - Facl = B Hetwcsk Devions

" IP Range: .

’ | | E
IPAdbeer: | Sean Inisrvak

™ Hosirame: |

Add Evchuds I Mebwork: Timeout:

Lol &oned Te '

Specifying which devices to scan

The DCS only scans the IP addresses and/or hostnames specified in each scan profile. When the DCS is
first installed, it selects a default set of IP addresses to scan based on either Active Directory or, if that is
not available, the primary network card on the system installed with the DCS. These IP addresses are
automatically added to the Default scan profile. If the default set of IP addresses captures all the devices
on the network that you want to scan, and you do not want multiple scan profiles, you do not have to
further specify the devices for the DCS to scan.

If, however, you want to adjust the devices included in the default scan, or if you have more than one
scan profile, you will need to further configure which IP addresses and/or hostnames to include. Single IP
addresses, ranges of IP addresses, and hostnames can all be used to specify devices to include or
exclude from a network scan. There are two general purposes for excluding a device or range of IP
addresses from a network scan: (1) to specifically not collect information from a device or set of devices;
or (2) to remove IP addresses that you know do not have printing devices on them to create the most
efficient scan range (shorter network scan time).

Enabling Scanning of Network and/or Local Devices

You must enable at least one of network or local device scanning for the DCS to collect data. For local
device scanning to work, you must also have Local Print Agent installed on computers connected to the
local devices you want to scan.

If you have created separate profiles for networked and local devices, you will enable network device
scanning in one, and local device scanning in the other.
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To enable scanning of network and/or local devices:
1. Under the Scan tab, make sure the correct scan profile is selected from the Scan Profile list.
2. Under the General tab, in the Scanning Options area, do one or both of the following:
e Click Network Devices to enable scanning of networked printing devices.

e Click Local Devices to enable scanning of locally connected printing devices.
3. Click Save.

Printer DCA v. 4.0.0.11116 B ] 53

File  Tools COptions  Help

Stalusl Communication  Sean IFiIeViewerI

Scan Profile INetwolked Frinters j Add | Delete |

General |.t’-‘«dvanced| Local |

— Ranges = Scanning DOptions
& Default Range ™ Enable Broadcast

¥ Enable Rapid Scan

¥ Metwork Devices ¥ Local Devices

| IntellR] 8256E0M Gigabit Network Connection - Pacl > |

" IP Range: | - - T llf\\q
LE=TRE NN BTN RS RO TRTN R
 IP &ddress:
fess I Scan Interval: Isu 3: minutes
" Hostname: |
Metwark, Timeout: I 3 millizeconds
add | Exclude | 20 =
Local Agent Timeout: I 3 millizeconds
Scan List: g 1000 ;=
101.4217 Remove e =
10.1.321-10.1.32.254 _Remove ||| g Aot = |
101.31.1-10.1.31.254
Impart | Estimated Metwark Device zcan time:
T seconds
E=port | Estimated Local Device scan time:
24 seconds
Clear |

B Save Farce Scan
|

Enabling Rapid Scan

Rapid Scan allows the DCS to use multithreading, which significantly decreases the time it, takes for the
DCS to complete a network scan.

To enable Rapid Scan:
1. Under the Scan tab, make sure the correct scan profile is selected from the Scan Profile list.

2. Under the General tab, in the Scanning Options area, click Enable Rapid Scan. See above
caption.
3. Click Save.

The number of threads can be controlled on the Advanced tab. Defaults to a reasonable value for the
current system.
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Setting the Scan and Transmission Interval

The scan interval determines how often the DCS will scan the network and transmit the collected
information to your destination server. The default scan interval is 30 minutes.

It is generally not useful to set a scan interval for more than every 30 or 60 minutes. For example, new
information is posted to the website every 10 minutes, but new alerts are generated approximately every
30 minutes.

Setting the Network Timeout

The network timeout is the amount of time that the DCS will wait for a networked device to respond back
with its information. The default network timeout is 250 milliseconds.

The network timeout only needs to be adjusted if the DCS is not collecting complete information from
networked devices. If, when you perform a DCS scan, certain data fields which should be populated are
reporting no information; you may need to increase the network timeout to 500 or 1000 milliseconds.
However, the higher the network timeout is set, the longer the DCS scan will take. There may be other
reasons that the DCS is not collecting complete information, for example, the device may not store a
specific data field (toner levels, etc.).

To change the network timeout:

1. Under the Scan tab, make sure the correct scan profile is selected from the Scan Profile list.

2. Under the General tab, in the Transmission Options area, type or select the desired network
timeout, in milliseconds, in the Network Timeout box.

3. Click Save.

Printer DCA v. 4.0.0.11116 = =] x|

File  Tools  ©Options  Help

Statusl Communication  $ean |FiIeViewer|

Scan Prafile INetworked Printers j Add | Delete |

General |Advanced| Lacal |

—Ranges — Scanning Dptions
& Defaul Range " Enable Broadcast
— - ¥ Enable Rapid Scan
IInteI[H] B25EE0M Gigabit Metwork, Connectlon-F’aclj Bt T -
ehwork, Devices ocal Devices
= |P Range: | . i
= Tranzmigzion O ptions
1P Address:
fess I Scan Interval: IE;U 3: minutes
" Hostname: I
Metwork Timeout: I 3‘ millizeconds
add | Exclude | 20 =
Local Agent Timeout: I 3‘ milizeconds
Scan List: . L)
1014217 Remaove - -
10.1.32.1-10.1.32.254 _Femave | | snp Ries [ =
10.1.31.1-101.31.254
Import | Estimated Metwork Device scan time:
7 zeconds
Export | Estimated Local Device zcan time:
24 zeconds
Clear |

B Save Farce Scan
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Setting the Local Print Agent Timeout

The Local Print Agent timeout is the amount of time that the DCS will wait for the Local Print Agent
application to respond back with information from a locally connected device. The default Local Print
Agent timeout is 10,000 milliseconds per system. Local device collection takes substantially longer than
networked device collection because of the extra step needed to go through the connected computer via
the Local Print Agent application.

The Local Print Agent timeout only needs to be adjusted if the DCS is not collecting complete information
from locally connected devices. There may be other reasons that the DCS is not collecting complete
information, for example, the device does not store a specific data field (toner levels, etc.), or a Local Print
Agent is not installed on the computer connected to the local device.

To change the Local Print Agent timeout:
1. Under the Scan tab, make sure the correct scan profile is selected from the Scan Profile list.

2. Under the General tab, in the Transmission Options area, type or select the desired Local Print
Agent timeout, in milliseconds, in the Local Print Agent Timeout box.

3. Click Save. See caption above.

Setting the Number of SNMP Retries

The number of SNMP retries entered in the DCS settings is the number of times the DCS will attempt to
get information from a device that is responding with incomplete or no information. Increasing the number
of SNMP retries may increase the completeness of a DCS scan, but will also increase the amount of time
it takes to complete a network scan.

To change the number of SNMP retries used:

1. Under the Scan tab, make sure the correct scan profile is selected from the Scan Profile list.

2. Under the General tab, in the Transmission Options area, type or select the desired Local Print
Agent timeout, in milliseconds, in the Local Print Agent Timeout box.

3. Click Save. See caption above.

Using Focus Scans

Without using Focus Scan, the DCS will scan each IP address, IP range, and hostname specified in the
scan range settings every time the DCS performs a full network scan. Using Focus Scan, you can specify
a periodic interval for the DCS to perform a full network scan, and the scans performed between the
intervals will scan only devices found during the previous full network scan.

Using Focus Scan can decrease the amount of total time and bandwidth that the DCS occupies,
particularly on large networks, while ensuring that new or relocated document output devices are
discovered on a periodic basis.

To enable Focus Scan:
Under the Scan tab, make sure the correct scan profile is selected from the Scan Profile list.

Under the Advanced tab, in the Focus Scan Options area, click to select the Enable Focus
Scan check box.

3. Specify how often you want a full network scan to run by selecting either Days, Hours, or
Minutes from the list, and entering a number for the interval beside Full Discovery Every. For
example, if you enter 5 and select Days, a Focus Scan will run once every five days.

4. Click Save.
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Printer DCA v. 4.0.0.11116 N [l B |

File  Tools Options  Help

Statusl Communication  Scan IFiIe\-"iewerl

Scan Profile INetworked Frinters j Add | Delete |

General Advanced | Local |

—Focus Scan Options ——
" Enable Facus Sean Full Dizcorvery Eveny: ID IDal,ls 3:

— SMMP Commurity Strings r— Privacy Optionz
" Enable IP Masking

| bdd
¥ Enable Phane-Mumber azsking

™ Enable DCA Host Infa M azking

public

Remove

 Miscelaneous
I Enable SMMP Traps
¥ Show Realtime DCA Status

‘wiebPage Timeout: I?EDD 3:
MWumber of scan threads: IEE 3:

Recommended nurmber of threads: 53

U

dl

Diown

B SEve Farce Scan
|

Storing SNMP Community Strings

Community strings act as passwords on networked devices that limit access via SNMP. Since the DCS
uses SNMP to collect data from devices, any custom community strings on printing devices put in place
by network administrators can be manually entered in the DCS to allow it SNMP access to the device.
Most devices have a community string of public, and the DCS stores a community string of public by
default.

To store community strings in the DCS:
1. Under the Scan tab, make sure the correct scan profile is selected from the Scan Profile list.

2. Do one or more of the following under the Advanced tab, in the SNMP Community Strings
area:

e To add a community string, type an applicable community string in the text box, and click
Add. Repeat as necessary.

e Toremove a community string, click to select a previously entered community string, and
then click Remove.

e Toreorder the list of community strings, click to highlight a community string, and then click
either the Up or Down button. Repeat as necessary. When the DCS encounters a device
using a community string during the network scan, it will attempt to use the first community
string listed, then the next, etc., until it is successful or it runs out of community strings to
attempt.

3. Click Save. See caption above.
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Masking Private Data

For privacy reasons, the following types of information that the DCS collects can be masked in the
transmission file to the central server:

e |IP addresses of devices included in the network scan
e Telephone numbers collected from devices (masked by default)
e DCS host system information (IP address, MAC address, subnet, etc.)

To mask private information in DCS transmission files:
1. Under the Scan tab, make sure the correct scan profile is selected from the Scan Profile list.
2. Under the Advanced tab, in the Privacy Options area, do one or more of the following:
e Click to select the Enable IP Masking check box to mask device IP addresses.

e Click to select the Enable Phone-Number Masking check box to mask telephone numbers
collected from devices (masked by default).

e Click to select the Enable DCA Host Info Masking check box to mask DCS host system
information.

3. Click Save. See caption above.

Managing Local Devices With Local Print Agent
There are three steps that must be taken to collect local printer data using the DCS:

1. Add the IP addresses/ranges of computers connected to local printers to the DCS network scan.
2. Enable the local device scanning option.
3. Install Local Print Agent on computers connected to local printers (instructions follow).

Local Print Agent allows the DCS to obtain information directly from locally connected printing devices.
The Local Print Agent application must be installed on each computer connected to a local printer that
you want to collect information from. Ideally, Local Print Agent will be installed on all computers at any
location where you want to collect local printer information. This will allow you to collect information from
new local printers as soon as they are connected.

There are three methods to install Local Print Agent:

e Manual installation from the local printer host computer
e DCS push tool installation (manual and automated)
e Third party push tool installation

In environments that do not allow push installation tools, you may be required to manually install the Local
Print Agent application on each computer connected to a local printer.

To install Local Print Agent manually from the local printer host computer:

¢ Run the Local Print Agent.msi file on the computer you want to install Local Print Agent on. The
installation file is found by default in: program files\Printer DCA\Support folder. The installation file
can be copied to a USB drive, CD, etc. for portability.

The DCS has an embedded push install utility specifically for Local Print Agent. In addition, you can
schedule periodic push installs to your entire DCS scan range to ensure that Local Print Agent gets
installed to any new computers on the network.




To push install Local Print Agent from the DCS:

AP w DN PR

On the Tools menu, select Local Agent Management.

—
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Under the Scan tab, make sure the correct scan profile is selected from the Scan Profile list.

Click Scan All. This will scan all IP addresses included in the selected scan profile.
Under the IP Address column, click to select the check boxes beside each IP address belonging

to a computer you want to install Local Print Agent on. Optionally, click All, None, Not installed,
or Installed to automatically select a set of IPs.

5. If you are not currently logged onto the computer as an administrator, in the Credentials area,
click Change. Enter the local administrator credentials (for the target OS) in the Username,
Password, and Domain boxes, and then click Ok.

6. Click Install.
N
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Profile:  Networked Printers = Scan ol 3§ Cancel | User: dminet0l\beckerle @ -/ Specify & Current User |
|P Address | Sgg't_us | Messages | Hnstn_?_rgs | Drescription | Frg_rg'gwork | ;I
i101.32.20 Mot Installed Frinter, Name: Canon Metwork Unknown J
101.31.19 Mat Installed Frinter, Name: Canon Metwork P... - Unknown
101.31.18 Mat Installed Frinter, Name: Canon Metwork P Unknown
O 10132114 Mat Installed Frinter, Name: HF ETHERMET ... Unknown
O 10131112 Mat Installed Printer, Name: HP ETHERMET ... Unknown
101.31.130 Mot Installed Frinter, Name: HF ETHERMET ... Unknown
O 10131109 Mat Installed PFrinter, Name: HF ETHERMET Unknown
O 10132111 Mat Installed Frinter, Name: HF ETHERMET ... Unknown
O 10131104 Mat Installed Frinter, Name: HF ETHERMET ... Unknown
O 10.1.32.108 Mat Installed Printer, Name: HF ETHERMET ... Unknown
O 101.31.110 Mat Installed Printer, Name: HP ETHERMET ... Unknown
O 10132112 Mat Installed PFrinter, Name: HF ETHERMET Unknown
O 1131113 Mat Installed Frinter, Name: HF ETHERMET ... Unknown
O 10131108 Mat Installed Frinter, Name: HF ETHERMET ... Unknown
O 101.32.110 Mat Installed Printer, Name: HF ETHERMET ... Unknown
O 101.32.115 Mat Installed Printer, Name: HP ETHERMET ... Unknown
O 10131111 Mot Installed PFrinter, Name: HF ETHERMET Unknown
O 10131108 Mat Installed Frinter, Name: HF ETHERMET ... Unknown
O 10132116 Mat Installed Frinter, Name: HF ETHERMET ... Unknown
O 101.32.109 Mot Installed Printer, Name: HP ETHERMET ... Unknown
3 10.1.32.107 Mat Installed Printer, Name: HP ETHERMET ... Unknown
O 101.31.107 Mot Installed PFrinter, Name: HF ETHERMET Unknown
O 10132113 Mat Installed Frinter, Name: HF ETHERMET ... Unknown
O 10132108 Mot Installed Printer, Name: HP ETHERMET ... Unknown LI
Check: Al Mone Instaled Mot Installed

To schedule regular push installs using the DCS:

Print Management

1. Under the Scan tab, make sure the correct scan profile is selected from the Scan Profile list.

2. Under the Local tab, select the Enable Push Install check box.

3. Inthe Change Push Install Credentials screen, enter the credentials of the user that belongs to
the local administrator group on the target OS.

4. Beside Start, select a start date and time for the automated push install.

5. Beside Repeat, select the interval you want to perform the push install at.

6. Click Save.

If the environment already uses a third party push installation tool, you can use that to push install the
Local Print Agent.msi file. The installation file can be found in the Printer DCA\support folder on the
system installed with the DCS (its default location). Refer to the user guide for the third party push
installation tool for further instructions.

R
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Statusl Communication  Sean |F”EV\EWEII
Scan Profile | Netwarked Printers Tl add Delete |
Genera\l Advanced Local |
Local Agent Push Install
¥ Enable Push Install
Start [2010/05/04 | [120000.4M =
Fepeat IDaiI_n,l j Every |1 = Daiy)
Current Credentials:  Usemame: beckere  Domain: dminet01 = Change | & | Clear |
B Save Force Scan




